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行引擎 DSEE，DSEE 首先将主体是汇编指令序列的轨迹翻译成 BIL 程序，然后
基于 BIL 程序做符号执行，其间，由原是系统调用帧和污点引入帧翻译过来的
BIL 语句引入初始符号变量，依据 BIL 语句和表达式操作语义进行符号演算，生
















































Program vulnerability is one of root causes of network security issue. How to 
find vulnerabilities existing in programs as quickly as possible is currently a popular 
research hotspot of network security field. Especially, research about how to find 
binary program vulnerabilities is now at the cutting edge of vulnerability research 
because of its wide applicability and its high difficulty. Now techniques that have 
been used to find program vulnerabilities include static program analysis technique, 
dynamic program analysis technique and penetration testing technique. Among these 
techniques, fuzz testing method which can be categorized into dynamic program 
analysis technique has become one of the most popular techniques used by security 
researchers and hackers because of its high cost-effective, which can be reflected in 
fuzzing’s simple idea and a large number of vulnerabilities found with fuzzing. 
However, traditional fuzz testing has two key problems: (1) producing low-quality 
test data, which is reflected by low test-depth and test-widen of the produced test data; 
(2) requiring lots of manual work in the stage of vulnerability confirmation. 
To the fuzzing’s data-producing problem, the dissertation reduces it to formula 
satisfiability problem of logical field and takes dynamic symbolic execution as the 
means of reduction. The dissertation introduces the basic theory of dynamic symbolic 
execution applied to test-data generation and dynamic taint analysis which is used as 
an important optimization measure of performance of dynamic symbolic execution. 
The basic theory includes introduction of symbol, symbolic evaluation, search 
strategy, SMT solver, taint analysis strategy and main difficult issues. The dissertation 
designs and implements an offline dynamic symbolic execution engine -DSEE based 
on the introduced theory. Firstly, DSEE translates the trace which mainly consists of 
assembly instructions to program in BIL language; Secondly, DSEE evaluates the BIL 
program symbolically. BIL statements which are translated from the original 
system-call frames and taint-introduction frames in the trace introduce the initial 















of BIL statements and BIL expressions, as a result, a path formula expressed in the 
form of BIL expressions is produced; Thirdly, the produced path formula is converted 
to SMT2 format supported by Z3 and solved to get a solution which will be taken as 
the next input to repeat preceding procedures. how to select the next input from the 
input sets depends on the improved generation search algorithm. Besides, the 
dissertation also designs and implements a trace logging engine with taint analysis – 
TLET. This includes the design of trace model which learns from the animation model, 
the design of an container which is used to serialize the trace and randomly read from 
the serialized trace, modeling of Linux system-call that will introduce taint and 
modeling of taint propagation rules which are data dependent. The dissertation did 
experiments to test and verify DSEE and TLET, and the result shows the two can 
meet the requirements. To the problem of vulnerability confirmation, the dissertation 
reduces generation of stack-overflow exploits to logical formula satisfiability problem 
and implements automatic confirmation of stack-overflow vulnerabilities and 
automatic generation of exploits of stack-overflow vulnerabilities. 
The main contributions of this dissertation includes: (1)design the offline 
dynamic symbolic execution engine – DSEE and the trace logging engine with taint 
analysis – TLET, which are verified by experiments. The two will be the foundational 
platform for continuing research of this field in future; (2) improve the generation 
search algorithm by adding a heuristic factor in the hope of making the searching 
process go forward in the direction of high code coverage rate as soon as possible; (3) 
take dynamic taint analysis and dead code elimination as the optimization measures of 
performance of dynamic symbolic execution and the results of experiments show the 
two measures can largely reduce the amount of BIL statements which need to be 
executed by symbolic execution. As a result, the size of produced path formula can be 
reduced largely; (4) reduce the generation of exploits of stack-overflow vulnerabilities 
to logical formula satisfiability problems and implements automatic generation of 
vulnerabilities of such kind. 
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最简单的静态分析工具当属 Unix 上的 grep 工具，grep 是完全基于字符串匹
配的，不会理解程序的任何内容，但由于它拥有一个定义良好的搜索字符串列表，
因而还是可以检测出很多代码问题。基于词汇分析的工具更复杂一点，早期的
IST4 和 RATS 都是这样的工具，它们的做法是：先对源文件进行预处理，然后
对源文件做标记化处理得到标记流，最后将标记流与已有的脆弱结构库做比较。
这种方法也不理解程序语义，因而也会产生大量误报，但还是比基于字符串比较
的方法好些。SWORD4J 实现了 MARCO 算法[10, 11]以静态检查 Java 程序中是否
有违背 SBAC(Stack Based Access Control，基于栈访问控制)安全策略的地方。
MARCO 的做法是基于计算好的调用图 G 建模栈检查机制，再使用数据流算法
将 G 中的每个顶点映射为一组权限的集合，然后将当前操作所需的权限 p 由当
前节点往后传播，直到发现 p 不在某个节点对应的权限集中或达到一个固定的顶
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